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1. O0mue cBeaeHus

[Tonnoe nammeHoBaHue mnporpammbl aisi OBM: Cucrema yrnpaBlieHHSI CTOMMOCTBIO

npousBojicTBa m3aenuit Design To Cost (D2C)

Coxkpai€HHoe HauMeHoBaHue nporpamMmsl st OBM: D2C
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2. IToaroToBKa cepBepoOB

2.1. ¥YcranoBka u HacTpoiika CepBepa CYB/]

Ycranosuts PostgreSQL 12 u Beie. (Debian)

https://www.postgresql.org/download/

Hacrosiee PCUHICHUC ITOCTABJIACTCA B BUJC Docker KOHTefIHepOB CCPBHCOB, H606X0)II/IMBIX

JUISL pa3BEPTHIBAHUS B U30JIMPOBAHHOU Cpeie.

JIns momydeHus [ocTyna K cepBrcy HeoOxoauma HacTpoiika DNS cepsepa.
CepBHUC COCTOUT U3 YETHIPEX KOMIIOHEHTOB!
- NGINX Beb-cepBep, UCTIONB3YeTCS U IPEA0CTaBICHHS JOCTYTA K CEPBUCY
- Frontend-cepBuc, ucnonb3yercs ais OTOOpakeHUsl rpaduueckoro umHTepderica
cepBuca
- Backend-cepsuc, ucnonb3yercst aisi BBIIOJHEHUS HEOOXOIUMBIX BBIYHCICHUIA,
YIIPaBJICHUS TTOJIB30BATEIISIMH U JUTS PELICHUS MHBIX a[IMHHUCTPATUBHBIX 33/1a4
- PostgreSQL CVYB/], ucrionb3yercs 1 XpaHEHUs JaHHBIX
CepBuc mocraisieTcsi B BUJe UMIIOPTOB 00pa3oB Docker, HE0OX0ANMBIX IS 3aITycKa U
paboThI cepBHca, apxuBa volume coaepxamiero b/, daiina opkecTparopa KOHTEHHEPOB
docker-compose.yaml u daiina mepeMeHHBIX OKPYKEHHUS, HEOOXOIUMBIX I paOOTHI
cepBmca.

Hacrosmas HHCTPYKI M HAITUCAHA T10 PE3YyJIbTaTaM PAa3BCPTHIBAHUA Ha CEPBEPE C oC

Ubuntu Server 22.04 LTS.

2.2.CucTeMHbIe TPeOOBAHUSA

1. Vcranosnennsiit Docker (MucTpykims Obla Bocpoun3seaeHa Ha xocte ¢ Docker

version 27.0.3, build 7d4bcd8)


https://www.postgresql.org/download/
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Ycranosnennsiit muarud Docker Compose (MHCcTpykims Obuta BOCIpOU3BEACHA
Ha xocte ¢ Docker Compose version v2.28.1)

Hoctyn k DNS cepsepy, cnocoOHOMy pa3periarbs XOCTbl B JIEMOHCTPAL[MOHHOM
TOMEHE

JIOCTYIHBIN JUIsl TOJKIIFOUEHUs KIIMeHTOB nopT 80, B ciaydyae pa3BepThIBaHUA 03
JONOJTHUTEIbHBIX IIPOKCH

20 I'6 cBOOOIHOrO MecTa Ha IUCKE

16 I'6 onepaTuBHOI MaMATH

4 sippa CPU

VY monb30Bartensi, OT UMEHH KOTOPOTO MPOBOAMTCS Pa3BEepThIBAHUE, JOJDKHA OBITH
BO3MO’KHOCTb [TOBBIIIATh CBOU MPUBUWIIETHHU NTPH TOMOIIH Sudo, TaKKe kKeJlaTeJIbHO
no6aButh ero B rpymmy docker, uro Obl H30ekaTh HEOOXOIMMOCTH 3amycka

KOHTEWHEPOB U3 MO root

2.3.Ilopsiiok pa3BepThIBAHMS

1. Hwxe noapobHoe onucanue ¢aityioB, BXOAAIMINX B TUCTPUOYTHB:

a. Ilomyuenue apxuBoB 00pa30B, HEOOXOIUMBIX [l 3ammycka cepuca D2C.
i. backend.tar(1,5Gb) — apxuB backend KOMIOHEHTBI
ii. busybox.tar(4.3M) — apxuB 00pa3a, HCIOIB3YEMOTO TPH HMIIOPTE
volume
iii. db.tar(600Mb) — apxuB o6paza CYB]] PostgreSQL
iv. frontend.tar(1,8Gb) — apxus frontend kommoHeHTbI
v. nginx.tar(183Mb) — apxus nginx-npokcu odpasa
b. Tlomyuenue apxuBa B]I cepBuca.
i. volume_backup.tar(115Mb) — apxuB qammna BJ]
C. Ilomyuenue (ailloB KOHPUIYpallUM pa3BEPThIBAHUS U MEPEMEHHBIX
OKpY’KEHUS
i. docker-compose.yaml
ii. stages.env
iii. nginx/config/nginx.conf

2. Hactpoiika DNS cepBepa ansi mpenocTaBieHUsl JIOCTyNa K CEpBHCY KIuMEHTaM. B
HAaCTOSIIEN MHCTPYKIMU PACCMOTPEHO CO3/IaHNE IEMOHCTPAIMOHHON 30HBI Ha CEPBEPE
nmeH BINDO. B ciyyae ncnosib30BaHHs MHBIX CEPBEPOB UMEH CIIEAYET UCIOIb30BATh
3TOT MYHKT, KaK peepeHCHBIH.

[Tonuerit URL backend koMIoHeHTa cepBuca UCIIONIb3YyeTCs ipu cOopke koaa frontend,
CIIeZIOBATENFHO B ClTydae, eciu npeuoskeHHbId B nHCTpYKIH URL (demo-D2C.local) He
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MOJXOAUT, 00 3TOM HEOOXOIUMO COOOIIUTE Pa3pabOTUUKY, AJIS IIEPEBBITYCKA UM
koHTeltHepa frontend u ¢aiina ¢c nepeMeHHBIMH OKPY>KEHUS stages.env

w

a. Jomen mis nemo-crenaa: demo-D2C.local
b. Ha cepsepe BIND9 co3aats 30HYy:
I. sudo nano /etc/bind/zones/db.demo-D2cC.local
;BIND data file for local loopback interface

$TTL 604800

@ IN SOA YOUR_DNS_SRV.DOMAIN.NAME.
admin.DOMAIN.NAME. (
1 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire

604800 ) ; Negative Cache TTL
@ IN NS YOUR_DNS_SRV.DOMAIN.NAME.
@ IN NS YOUR_2"° DNS SRV.DOMAIN.NAME.
YOUR_DNS_SRV.DOMAIN.NAME. IN A YOUR_DNS_IP

YOUR_2ND_DNS_SRV.DOMAIN.NAME. IN A
YOUR_2 DNS_IP

d2c-front.demo-D2C.local. IN A SERVICE_IP
d2c-api.demo-D2c.local. IN A SERVICE_IP

ii. sudo nano /etc/bind/named.conf.local
zone "demo-D2c.local" {
type master;
file "/etc/bind/zones/db.demo-D2cC.local™;
h
iii. sudo systemctl restart named
C. HpOBepI/ITI) AOCTYIMTHOCTE 30HBI KaK C XOCTa, Ha KOTOPOM ILIaHHUPYCTCA
pa3BepThIBAHUE TaK U C XOCTOB KJIMEHTOB
i. nslookup d2c-front.demo-D2C.local (OtBer momkeH copepkath IP
aJpec cepBepa, Ha KOTOPOM OyIayT IOCTYNMHBI BeO-UHTEpGEnCh
cepBuca)
Ha B1OpanHOM 17151 pa3BepTHIBAHUS CEPBEPE PA3PEIIUTh TOCTYI 1O TTopTy 80
B npennaraemom BapuaHTe pa3BepThiBaHUs (Daiiibl pa3mernatoTces B Aupekropuu /d2c,
B Cllydae HEOOXOJMMOCTH JUPEKTOPHIO pa3BepPTHIBAHUS MOXKHO HW3MCHUTH,
COOTBETCTBEHHO CKOPPEKTHPOBAB HACTOSIIYIO0 HHCTPYKIIUIO
[Mpennonaraercsi, 4yro ¢aiin distributive.tar mocraBmen B aupextopuro $SHOME
MOJIb30BaTeNsl OT UMEHH KOTOPOTO IIPOBOIUTCS Pa3BEPTHIBAHUE HA LIETICBOM CEpBEpE.
BreimonauTh cnemyromue nerctBus. J(eMcTBUS MPeACTaBISIIOT co000i KoMaHAbl bash,
MOSICHEHHSI K HUM BBIICTICHBI TIPH IMOMOIIM CUMBOJIA #

# CoznaeM JTUPEKTOPHIO, Ha3HAYaeM ceOsl ee BiIaIeNblieM
sudo tar -xvf $SHOME/distributive.tar -C /
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sudo chown -R $USER:$USER /d2c

cd /d2c

# Haunnaem npouenypy 3arpy3ku o0pa3on

docker load < archives/busybox.tar

docker load < archives/backend.tar

docker load < archives/db.tar

docker load < archives/frontend.tar

docker load < archives/nginx.tar

# Dkcnoptupyem taru Docker 06pa3oB kKak nepeMeHHbIC
export REST_IMAGE=d2c-demo-backend:v0.1.1
export DB_IMAGE=d2c-demo-db:v0.1.1

export FRONTEND_IMAGE=d2c-demo-frontend:v0.1.1
export NGINX_IMAGE=d2c-demo-nginx:v0.1.1

# Co3naeM volume 1 nepeHOCHM B HETO JJaHHBIE U3 apXUBa

# 3anmyckaem Tosibko CYB/I, B mporiecce pa3BepThiBaHUS KOHTEHHEpa OyIeT
BBINTOJIHEHA HHCTPYKIHS IO CO3/IaHUI0 volume

mkdir db_data

sudo chmod -R 777 db_data

docker compose run db Is -la /var/lib/postgresql/data

# [lomyuaem UMs CO3JTAaHHOTO vVolume U coXpaHsieM ero Kak MepeMeHHYI0
docker volume Is | grep db-data

> local d2c_db-data(Hms volume)

export VOLUME_NAME=d2c_db-data

# Jlaem moTHBIE TIpaBa Ha JUPEKTOPUIO ¢ OekanmoMm volume

sudo chmod -R 777 db_backup/

# 3amyckaem umnopt volume

docker run --rm -v ${VOLUME_NAME}:/sample_data -v
$(pwd)/db_backup:/backup busybox tar xvf /backup/volume_backup.tar -C /

# 3amyckaeM KOHTEHHEPBI
docker-compose up -d

# IlpoBepka cOCTOSTHUS KOHTEHMHEPOB

docker ps | grep d2c

7. Jloctym K cepBHCY
a. Tlome3oBarensckuit natepdeiic: d2c¢-front.demo-D2cC.local
b. IManens agmuamucTparopa: d2c-api.demo-D2C.local/admin
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3. llpuiio:kennst

3.1.docker-compose.yami

version: '3.8'

services:
db:
image: ${DB_IMAGE}
restart: unless-stopped
env_file:
- '/stages.enV'
volumes:
- db-data:/var/lib/postgresql/data
networks:
- backend

web:

image: ${REST_IMAGE}
restart: unless-stopped
hostname: rest
env_file:

- './stages.env'
environment:

- RUN_REST=1
depends_on:

-db
networks:

backend:

front:

image: ${FRONTEND_IMAGE}
restart: unless-stopped
hostname: frontend
env_file:

- './stages.env'
depends_on:

-db

- web
networks:

backend:

proxy:

image: ${NGINX_IMAGE}
restart: unless-stopped
hostname: proxy
env_file:

- './stages.env'
ports:

- "80:80"
volumes:
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- ./nginx/config/nginx.conf:/etc/nginx/conf.d/default.conf:ro
depends_on:

-db

- web

- front
networks:

backend:

networks:
backend:

volumes:
db-data:
driver: local
driver_opts:
type: none
device: ./db_data
o: bind

3.2.stages.env

SECRET_KEY="7e9uft1@53m%#!7"vuam4v*(9ez2aquvs7elnakuj=_m&h9"#5"
APPS_MODULE="d2c_mvp.wsgi"

DB_NAME=d2c_mvp
DB_HOST=db
DB_PORT=5432
DB_USER=postgres
DB_PASSWORD=postgres

POSTGRES_DB=${DB_NAME}
POSTGRES_USER=${DB_USER}
POSTGRES_PASSWORD=${DB_PASSWORD}
POSTGRES_PORT=${DB_PORT}
POSTGRES_HOST=${DB_HOST}

ND_PRODUCT=d2c
Cl_COMMIT_REF_SLUG=master

API_URL=http://d2c-api.demo-D2C.local
PORT=80

S3_ENDPOINT=https://some-address.ru
S3_ACCESS_KEY=some-user
S3_SECRET_KEY=some-password
S3_BUCKET=some-bucket
S3_BACKUP_OBJ_PATH=some-archive.tar.gz

3.3.Dockerfile (backend)

FROM python:3.12.3

ARG PIP_INDEX_URL
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ENV PIP_INDEX_URL=${PIP_INDEX_URL}

ENV HOME="/root"
ENV PATH="${HOME}/.local/bin:${PATH}"

RUN --mount=type=secret,id=netrc,dst=/root/.netrc pip install pipx

RUN --mount=type=secret,id=netrc,dst=/root/.netrc pipx install --force poetry==1.8.3
RUN poetry config virtualenvs.create false

RUN mkdir --parents /root/.local/pipx/venvs/poetry

RUN touch /root/.local/pipx/venvs/poetry/poetry_env

RUN poetry config virtualenvs.prefer-active-python true

COPY pyproject.toml poetry.lock /numdes/
WORKDIR /numdes

RUN --mount=type=secret,id=poetry,target=/root/.config/pypoetry/auth.toml \
poetry install --verbose --no-root

COPY ..

RUN python --version
RUN python -m compileall -q .

ENTRYPOINT ["./docker/docker-entrypoint.sh"]

3.4.Dockerfile (frontend)

FROM node:21.2 as build

LABEL org.opencontainers.image.vendor="Numerical Design LLC"
LABEL org.opencontainers.image.description="D2C MVP Frontend Image"

ARG HOMEPAGE=/

ARG REACT_APP_ENVIRONMENT=development

ARG BASENAME

ARG APPS_HOME_URL=http://d2c-front.demo-D2C.local/

RUN echo "APPS_HOME_URL - $APPS_HOME_URL and BASENAME - $BASENAME"
WORKDIR /app

# Install dependencies

COPY package.json yarn.lock ./

RUN --mount=type=secret,id=npmrc,target=/root/.npmrc yarn install

ENV PATH=/app/node_modules/.bin:$PATH

ENV REACT_APP_ENVIRONMENT=${REACT_APP_ENVIRONMENT:-development}

# Build app

COPY .eslintrc.json .
COPY .prettierrc.json .
COPY tsconfig.json .

COPY src src/
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COPY public public/

RUN Is -la

# Next we use sed to insert new line to package.json at line 2

# to declare that homepage\ will be a value of SHOMEPAGE variable
RUN sed -i "2i \"homepage\": \"${APPS_HOME_URL}\"," package.json
RUN yarn build

CMD ["yarn", "start"]

3.5.Dockerfile (PostgreSQL)

FROM postgis/postgis:15-
3.4@sha256:3efa7a5e4fc0484f52b372ed4a1949a7120742f8d98539802d1aa37b110a6842
MAINTAINER NumDes <info@numdes.com>
LABEL org.opencontainers.image.vendor="Numerical Design, LLC"
LABEL org.opencontainers.image.description="Docker image for PostGIS with restore from S3"
RUN apt-get update \

&& apt-get install --no-install-recommends -y \

curl \

ca-certificates \

gettext-base \

&& apt-get clean \

&& rm -rf /var/lib/apt/lists/* \

&& curl --location "https://dl.min.io/client/mc/release/linux-amd64/mc" \

--output /usr/local/bin/mcli \

&& chmod +x /usr/local/bin/mcli
RUN mcli --version
ENV POSTGRES_DB="**None**" \

POSTGRES_PORT=5432\

POSTGRES_USER=postgres \

POSTGRES_PASSWORD="**None**" \

S3_ACCESS_KEY="**None**" \

S3_SECRET_KEY="**None**" \

S3_ENDPOINT="**None**" \

S3_BACKUP_OBJ_PATH=""*None**" \

LOCAL_DOWNLOAD_PATH="/tmp"
COPY docker-entrypoint-initdb.d/01-backup_restore_if_needed.sh docker-entrypoint-initdb.d/01-
backup_restore_if_needed.sh
HEALTHCHECK --interval=1s --timeout=3s --retries=15\

CMD pg_isready --username=$POSTGRES_USER --dbname=$POSTGRES_DB --port=$POSTGRES_PORT
|| exit 1



